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About American Rheumatology Network
American Rheumatology Network (“ARN”) is a physician led and owned organization
committed to improving healthcare by empowering independent rheumatology practices
across the nation. Through our network physicians and practice administrators have access to
best business practices, innovative practice performance technology, and value-based
treatment pathways. Please visit our website at americanrheum.com for more information.
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Introduction
The American Rheumatology Network (ARN) continues to monitor federal, state and local health
advisories regarding the coronavirus (COVID-19) and will update this resource accordingly.
Please Note this document contains general information which may not be applicable to all
patients, facilities, communities and circumstances. This resource guide is intended to provide
you with suggestions on how to respond to the COVID-19 pandemic. This guide is not exhaustive,
and we encourage you to supplement your knowledge by visiting the CDC website and other
public health websites. Each practice must apply this information based on their independent
judgment and keep abreast of daily developments.
Environmental Prevention Strategies - (New Updates 3/23/20)
What if a confirmed COVID-19 case has been in my office?
•

In the event that a confirmed COVID-19 case has passed through an area, the CDC
recommends following the SARS protocol available at https://www.cdc.gov/sars/guidance/iinfection/healthcare.html

•

o Clean and this infected all surfaces that were in contact with the patient or may
have become contaminated during patient care
o No special treatment is necessary for window current, sealing is, and walls unless
there is evidence of visible soil
o Do not spray (i.e., fog) occupied or on occupied rooms with disinfectant. This is a
potentially dangerous practice that has no proven disease control benefit.
Regarding employee contact, the CDC recommendations are available at the following
link and are summarized below https://www.cdc.gov/coronavirus/2019-ncov/hcp/guidancerisk-assesment-hcp.html

•

o Employees who have no direct contact with a confirmed case (i.e. in the office but
did not contact the patient or enter the patient examination room) are defined as
having no risk and may continue to work.
o Employees who have brief interactions with a confirmed case (i.e. check-in, checkout, escorting patient into a room but not spending time in the room with the
patient) are considered low risk and they can continue to come to work but must
self-monitor for 14 days (i.e. taking temperature twice daily and reporting fever
or concerning symptoms to a supervisor).
o Employees who have prolonged close contact, which would include a physician
spending time in an exam room with the patient or an infusion nurse
administering an infusion, must self-isolate at home for 14 days.
Based on the above recommendations, practical actions could include:
o Reducing non clinician staff contact with the patient to ensure this qualifies as
brief contact. For example, do not have nurses take vital signs or spend time in the
room with the patient but instead have them place the patient in a room and
speak to the patient from outside the room when gathering interval history.
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o Limit clinician prolonged contact with a patient (routine visits, infusion therapy) to
a single individual. Do not have infusion nurses share a patient and do not have
both a physician and PA/NP see the same patient.
Front Desk, Lobby, & Common Areas
•
•
•
•
•
•
•
•
•

Hand-hygiene supplies, including alcohol-based sanitizer, should be readily accessible in
patient care areas.
Limit front desk, lobby, and common areas to scheduled appointments to reduce social
interactions.
Allow only patients and other essential guests in the office. Patients requiring medical or
emotional support during a visit will be allowed one (1) person to accompany them during
the provider encounter.
Allow patients to check-in and wait for their appointments in their car. Receptionists
should call or text the patients when the physician is ready to see them.
Reduce the number of chairs in the waiting room to increase distance to 6-feet between
each chair.
Remove magazines and books from waiting areas.
Discontinue beverage service (e.g. coffee, tea, water) to reduce surface contact
contamination.
Clean and disinfect shared equipment and items such as clipboards and pens before and
after use.
Wipe down high-touch surfaces such as elevator buttons, door handles, countertops, and
chairs with Cavi1 wipes and other cleaning agents that specify use against coronavirus.

Clinic
•
•
•
•
•
•
•

Eliminate handshaking and minimize physical contact to the extent necessary for
diagnosis and treatment.
Hand-hygiene supplies, including alcohol-based sanitizer, should be readily accessible in
patient care areas.
Remove magazines and books from exam rooms.
Clean and disinfect shared equipment and items such as clipboards and pens before and
after use.
Clean and disinfect personal equipment, such as stethoscopes before and after each use.
Clean and disinfect exam tables, counter surfaces, doorknobs (in and out of room), and
the arms of chairs patients and /or their caregivers are seated in.
Clean and disinfect computer keyboards after each use.

Infusion Suites
•

Increase the distance to 6 feet between each infusion chair.
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•
•
•
•
•
•
•

Eliminate handshaking and minimize physical contact to the extent necessary for
diagnosis and treatment.
Clean and disinfect shared equipment and items such as clipboards and pens before and
after use.
Wipe down high-touch surfaces such as elevator buttons, door handles, countertops, and
chairs.
Remove magazines and books from the waiting area or infusion suite.
Discontinue beverage service (e.g. coffee, tea, water) to reduce surface contact
contamination.
Clean and disinfect infusion chairs, counter surfaces, doorknobs (in and out of infusion
suite), and the arms of chairs their caregivers are seated in.
Clean and disinfect computer keyboards after each use.

Other Considerations
•

Reduce staff and patient movement throughout the office. Be mindful of the number of
interactions as well as physical barriers (i.e. doors)- is it possible to go a quicker route, or
avoid these “dense” areas altogether?

Implementing Telehealth New Updates! (3/23/20)
CMS sent out an official notification on March 17, 2020, extending telehealth services to all
Medicare patients during the COVID-19 emergency. Under the Families First Coronavirus
Response Act, signed into law March 19, 2020, commercial health insurance companies are
required to provide coverage for services related to the evaluation and management of COVID19, or related services that may include in-person or telehealth provider visits with no cost
sharing, prior authorization or medical management requirements.
Practices that consider implementing telehealth should consider the following questions:
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Informing Staff
Email Notification(s)
Ensure administrative and clinical staff are informed of the signs and symptoms of COVID-19, the
implementation of additional procedures, and guidance for specific events or scenarios. See a
template staff email “Guidance for Prevention & Risk Assessment of COVID-19” (Appendix A) and
“COVID-19 Update” (Appendix B) as of March 16, 2020.
Staff Scripts to Screen Patients
•

Receptionists and Clinical Team Members
o “Before I complete the check-in process, I have a few questions related to the
coronavirus outbreak that we are asking all our patients. Have you traveled out of
state or abroad in the last 14 days? Do you have a fever, cough or feel short of
breath? Do you believe you have encountered someone who has symptoms or
signs of the flu or has been diagnosed with coronavirus?”

Remote Work Policy for Non-Clinical Staff New Updates! (3/23/20)
In response to the COVID-19 pandemic, the CDC and other public health advisories have
recommended non-essential staff, such as those not directly involved in patient care, to work
remotely. We have drafted a remote work policy outlining the temporary arrangement between
staff and management (see Appendix F). Additionally, we opted to train our staff on how to safely
and securely work from home, including watching a video about cybersecurity.
Patient Communications
Appointment Reminder Services & Practice Voicemail
Appointment reminder services often have the capability to broadcast messages to a wide
audience. Consider sending a modified version of the following message to patients with
appointments scheduled today through the expected date of your local school district closings.
Note: This may increase the number of calls to your Front Desk, so it is important to let your staff
know the time this will be sent out.
We are continuing to closely monitor federal, state, and local health advisories regarding
the outbreak of the coronavirus, COVID-19. Our practice continues to follow the Centers
for Disease Control (CDC) recommendations to safeguard the health and well-being of our
team members and patients. If you are experiencing shortness of breath, a cough, fever,
flu-like symptoms, or have traveled outside of the country in the past 14 days you should
remain home and reschedule your appointment. After completing the check-in process
with our receptionist, patients are welcome to wait in their cars. We ask that you leave
any nonessential guests not receiving care at home. Please visit our website for regular
updates.
Patient Portal Messages
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Patients that may unsubscribe from the appointment reminder service may be enrolled in your
practice’s patient portal. See Appendix C for a sample message that can be modified for your
practice.
Social Media & Websites
Tech-savvy patients often turn to social media and websites to gather information. It’s important
to update your website and social media (e.g. Facebook, Twitter) to reflect the policies or
procedures your practice is implementing. This is a great place to provide relevant, credible
resources for patients. See Appendix D for a sample social media and website notice.
Resources New Updates! (3/23/20)
These resources concern our patient population as well as the general population. Patient
resources may be posted to social media and websites, and additionally linked in Patient Portal
Messages or other forms of patient communication utilized by your practice.
1. CDC General Recommendations for High-Risk Complications
2. CDC’s Interim Guidance for Public Health Personnel: Evaluating & Testing Persons for
Coronavirus Disease 2019 (COVID-19)

3. American College of Rheumatology Announcement: A Message from the ACR about
Coronavirus Disease 2019 (COVID-19)
4. American Medical Association: COVID-19 Resource Center for Physicians
5. Arthritis Foundation: Coronavirus and Arthritis: What You Need to Know
6. See Appendix E for clinic flyers.
7. American Medical Association: Quick Guide to Telemedicine in Practice
8. Telehealth Resource Center
9. American Academy of Family Physicians: Using Telehealth to Care for Patients during
COVID-19
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Appendix New Updates! (3/23/20)
Appendix A
Template Staff Email: Guidance for Prevention & Risk Assessment of COVID-19
To: All Staff
Subject: Guidance for Prevention & Risk Assessment of COVID-19
Staff,
We are continuing to monitor federal, state, and local health advisories regarding the
COVID-19 coronavirus. We take the health and safety of our team members and patients
very seriously and would like to remind everyone of best practices to prevent exposure
to respiratory illnesses in the workplace. While at work, we encourage everyone to
continue to exercise increased precautions to safeguard their health. Below is some
helpful information and we will continue to provide updates as necessary.
• Please stay at home if you are ill. Team members who have symptoms or do not
feel well should stay home until they are free from all symptoms for at least 24
hours. Recognize the symptoms of respiratory illness: shortness of breath,
coughing, body aches and fever.
• If you begin feeling sick at work, please alert your supervisor immediately.
o Continue to use good sick etiquette by covering your cough or sneeze with
a tissue, washing your hands thoroughly for at least 30 seconds (It is
important to wet your hands prior to putting soap on to ensure a good
lather), and avoid touching public, high-touch surfaces like elevator
buttons.
• Perform routine cleaning of your workspace as wipes and sprays are readily
available for your use.
Our practice is following the CDC recommendations for COVID-19. You can find the
additional here: https://www.cdc.gov/coronavirus/2019-ncov/index.html
There is no vaccine for COVID-19. The best way to prevent illness is to avoid being exposed
to this virus. The virus is thought to spread from person-to-person, between people who
are in close contact with one another (within about 6 feet) and through respiratory
droplets produced when an infected person coughs or sneezes.
Symptoms* of COVID-19 include:
• Fever
• Cough
• Shortness of breath
*This list is not exhaustive, and symptoms may appear 2-14 days after exposure.
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Some people are at higher risk of getting very sick from COVID-19. This includes:
• Older adults (Those over the age of 65)
• People with chronic medical conditions like:
o Heart disease
o Diabetes
o Lung disease, or
o Compromised Immune Systems
In preparation for the potential presentation of patients or employees with COVID-19, we
are:
•

Stock up on supplies like masks and hand sanitizers that will be distributed
throughout the clinic. Additionally, the infusion department should order plenty
of IV fluids and tubing in the event supply chains are disrupted.

•

Follow everyday precautions as we would normally observe during flu season.
The precautions include:
o Cleaning your hands often with soap and water for 30 seconds, especially
after blowing your nose or sneezing. It is important to wet your hands prior
to putting soap on to ensure a good lather.
o Using a hand sanitizer that is at least 60% alcohol when soap and water are
not available.
o Avoiding touching your eyes, nose, and mouth with unwashed hands,
avoid touching high-touch surfaces like handrails and elevator buttons.
o Avoid close contact with anyone who is sick, keeping at least 6 feet
between you and others.

•

Encourage patients and employees to stay home if they’re sick or exposed to
someone else who is sick.

•

Perform routine cleaning of all frequently touched surfaces, such as workstations,
countertops, and doorknobs. No additional disinfection beyond routine cleaning
is recommended by the CDC at this time. We will also provide disposable wipes
and sprays so that commonly used surfaces can be wiped down by employees
before each use.

Moving forward, we will attempt to identify patients with signs and symptoms of
respiratory infection (e.g., fever, cough) before they enter our clinics and infusion suites.
•

We will utilize our appointment reminder system to instruct patients to
reschedule their appointment should they have fever or respiratory symptoms.
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•

•
•

We have prominently displayed at our front door, a flyer communicating the
symptoms of COVID-19 will be displayed. Patients should inform staff of fever or
respiratory symptoms immediately upon arrival.
At the registration desk, patients will see a flyer reminding them of the symptoms
of COVID-19 and hand sanitizer will be available. Masks are available as well.
Before check-in begins, the receptionist will ask if the patient is feeling feverish
and/or has respiratory symptoms not typical for them. If they do, they should not
be registered and instead encouraged to go home and call their PCP. If they feel
feverish would like their temperature checked, we will ask them to use a face mask
and escort them to an appropriate setting. Patients with any symptoms should put
on a facemask at check-in and keep it on until they leave the facility.
• In [Location 1], patients are escorted to Exam Room 4.
• In [Location 2], patients are escorted the administrative office.
• In [Location 3], the patient is escorted through the external lobby, not
through the waiting room, to the end exam room on the research hallway.
Infusion will escort the patient to the Exam Room 1.
• The patient should take their own temperature allowing the employee to
stay at least 6 feet away.
• If the patient’s temperature is above 100.4, they should be sent home.
Instruct them to call their PCP. The supervisor in the office should be
notified promptly.

Please reach out if you have additional questions. We will keep you informed as more
information becomes available.
Sincerely,
[Name]
[Position]
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Appendix B
Template Staff Email: COVID-19 Update (as of 3/16/20)
To: All Staff
Subject: COVID-19 Update
Staff,
We are continuing to monitor federal, state, and local health advisories regarding the viral
respiratory illness COVID-19. As this is a rapidly evolving situation, information and guidance will
be updated as needed to reflect the most recent recommendations from the CDC, OSHA and
other agencies to safeguard the health and wellbeing of our fellow team members and patients.
During this time, please remember to:
• Use infection prevention measures and social distancing when possible.
• Stay home if you are ill and continue to practice diligent hand hygiene and remembering
to cover your cough or sneeze with a tissue.
• Practice routine and avoidance of high-touch surfaces like elevator buttons.
• Be aware of the COVID-19 symptoms: shortness of breath, coughing, body aches and
fever and alert your supervisor if you begin to feel ill.
• Be mindful of comments and remarks about coronavirus in the presence of our patients.
• Limit your movement through adjacent departments.
o We have increased our sanitation procedures and are disinfecting more
frequently during the day, making sure to disinfect between each patient and
paying close attention to surfaces routinely in contact with our patients.
Whenever possible, team members should wash their hands for at least 30
seconds (It is important to wet your hands prior to putting soap on to ensure a
good lather.) or use hand sanitizer in front of patients. Hand sanitizer is readily
available and face masks should be distributed to those in need. Avoid touching
your eyes, nose, and mouth with unwashed hands and keep a 6-foot distance
between you and others if possible.
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Scripted communication has been sent to our patients regarding our efforts to protect them and
our team members during this rapidly evolving situation via social media, our patient portal,
appointment reminders, and on our main phoneline recording. If a team member or patient is
concerned, they have contracted or been exposed to COVID-19, please do not go to a doctors’
office, urgent care or emergency room. Instead, call one of our local resources for COVID-19:
•
•

Insert Local Hospital(s) Virtual Care Information
Insert Local Health Department Information

Patients are encouraged to reschedule their appointment if they have travelled in the last 14
days to a country or state with known community transmission
(https://www.cdc.gov/coronavirus/2019-ncov/travelers/after-travel-precautions.html) and/or
have any symptoms of respiratory illness or fever (100.4 or greater). We will screen all patients,
guests entering our clinics, and we request that our patients not bring nonessential guests to
their visit. Additionally, we have canceled all drug rep visits until further notice.
Receptionists and clinical team members should use the following scripting when addressing
patients:
“Before I complete the check-in process, I have a few questions related to the coronavirus
outbreak that we are asking all our patients. Have you travelled out of state or abroad in
the last 14 days? Do you have a fever, cough, or feel short of breath? Do you believe you
have encountered someone who has symptoms or signs of the flu or has been diagnosed
with coronavirus?”
Here is our updated phone message:
“Thank you for calling Low Country Rheumatology. We are continuing to closely monitor
federal, state, and local health advisories regarding the outbreak of the coronavirus,
COVID-19. Our practice continues to follow the CDC recommendations to safeguard the
health and wellbeing of our team members and patients. Any patient or member of our
care team who feels ill and exhibits the symptoms of respiratory illness -- shortness of
breath, cough, fever, or flu-like symptoms – should remain home and contact their
physician. After completing the check-in process with our receptionist, patients are
welcome to wait in their cars. Additionally, we ask that you leave any nonessential guests
not receiving care at home and alert us to any travel outside the country. Please visit our
website for more information, a receptionist will be with your shortly.”

Page 12 of 22

If patients are not sick or have not had exposure, they are encouraged to attend their regularly
scheduled visits and infusions, and continue to follow CDC recommendations like limiting travel,
enact social distancing measures and infection prevention. Please note the difference between
the immunosuppressed patient (for example a cancer patient who receives chemotherapy) and
our infusion patents who are immunomodulated. Immunosuppression is the active medical
suppression of the immune response, while immunomodulation is an adjustment in the level of
an immune response. We anticipate our patients will not be as vulnerable as the
immunosuppressed patient, however we encourage them to continue infection prevention
practices and social distancing as recommended by the CDC. Please remind patients to let us
know if before their next visit should they experience a change in health related to COVID-19.
We do not plan to test for the coronavirus in our clinics. After greeting a patient at the front desk
or in triage, should they report COVID-19 symptoms, they should be directed to return home and
consult with their PCP before returning to our clinic. If they request a temperature check, escort
the patient to:
•
•
•

•
•
•

In [Location 1], patients are escorted to Exam Room 4.
In [Location 2], patients are escorted the administrative office.
In [Location 3], the patient is escorted through the external lobby, not through the waiting
room, to the end exam room on the research hallway. Infusion will escort the patient to
the Exam Room 1.
The patient should take their own temperature allowing the employee to stay at least 6
feet away.
If the patient’s temperature is above 100.4, they should be sent home. Instruct them to
call their PCP. The supervisor in the office should be notified promptly.
Moving forward, we will check and record a patient’s temperature as a required vital until
further notice.

We will use the same exposure risk screening used for patients to screen our team members. We
are limiting nonessential business travel and encourage all employees to limit their personal
travel. Please communicate any personal travel plans to your immediate supervisor and HR.
In our practice, we are considering telehealth visits and actively understanding the potential
impact on our operations and the mechanics of this process in Nextgen. We may also consider
adding infusion make-up days should the need arise. There will be more information in the
coming days; in the meantime, should you have any concerns, please reach out to your supervisor
or HR.
Sincerely,
[Name]
[Position]
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Appendix C
Sample Patient Portal Message
Dear Patients,
Your health and safety are a top priority. With the growing number of confirmed cases of
coronavirus (COVID-19), we want to share what we are doing to protect the health of our
patients, staff members, and community.
[Name of Practice] is operating with normal business hours until further notice. We are taking
the following preventive measures:
• We have increased our facility hygiene procedures (examples: sanitizing waiting
room chairs, infusion chairs, exam rooms, door handles, etc.).
• We have reduced the number of chairs in the waiting room.
• We have increased the distance between chairs in the waiting room and infusion
suite.
• Additionally, we have requested staff who do not feel well to remain at home and
seek medical care.
In addition to our efforts, we ask that you review the information below to help prevent the
spread of any unwanted germs:
• Stay home if you are feeling sick.
• Stay home if you experience a fever, cough, shortness of breath.
• Stay home if you recently traveled to an area affected by COVID-19 or have been
in close contact with someone who has a virus.
• Leave guests at home, if possible.
• After checking in with the Front Desk, you may wait in your car and the
receptionist will call or text you when the physician is ready to see you.
• Cover your coughs or sneezes with your sleeve, not your hands.
• Wash your hands often and please use hand sanitizer.
We encourage patients to keep their scheduled appointments and maintain treatment schedule,
unless instructed otherwise by your physician. We will continue to update you as more
information is available.
Regards,
[Name]
[Position]
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Appendix D
Social Media Notice
We are OPEN. Please take the following into consideration:
1. Stay home if you are experiencing a fever, cough, or shortness of breath.
2. Stay home if you have traveled to a known high-risk country (see link below)
3. Leave guests at home, if possible.
4. After checking in with the Front Desk, you can wait in your car and we'll call or text you when
the physician is ready to see you.
We are taking the following measures:
1. We have increased our facility hygiene procedures (examples: sanitizing waiting room chairs,
exam rooms, door handles, etc.)
2. We’ve reduced number of chairs in the waiting room
3. Increased distance between chairs in both our waiting room and infusion
We encourage patients to keep their scheduled appointments and maintain treatment
schedule, unless instructed otherwise by your physician. We will continue to update you
regularly.
https://www.cdc.gov/…/travele…/after-travel-precautions.html
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Website Notice
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Appendix E
Front Door, Lobby, Infusion Suite, & Exam Room Flyers
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C VID
CORONAVIRUS
DISEASE

19

SYMPTOMS OF CORONAVIRUS DISEASE 2019

Patients with COVID-19 have experienced mild to
severe respiratory illness.
Symptoms* can include

FEVER

*Symptoms may appear 2-14
days after exposure.

COUGH

Seek medical advice if you develop
symptoms, and have been in close
contact with a person known to
have COVID-19 or if you live in or
have recently been in an area with
ongoing spread of COVID-19.

SHORTNESS
OF BREATH

For more information: www.cdc.gov/COVID19-symptoms
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COVID-19

Stop the Spread of Germs
Help prevent the spread of respiratory viruses like COVID-19 and flu.

What are the symptoms?

Fever

Cough

Shortness of Breath

How is it prevented?

Wash hands often

Stay home while you are
sick; avoid others

Avoid touching eyes, nose, or
mouth with unwashed hands

Avoid contact with
sick people

Cover mouth/nose with
a tissue or sleeve when
coughing or sneezing

Clean and disinfect
frequently touched
objects and surfaces

Visit scdhec.gov/COVID19 for more information.
CR-012563 2/20
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Appendix F
Remote Work Policy for Non-Clinical Staff
In response to the COVID19 pandemic, we are adopting this remote work policy for all [Practice Name]
employees whose jobs do not require direct patient contact (“Administrative Employees”). This policy sets
forth our expectations for our Administrative Employees’ temporary remote work routines. This
arrangement is temporary, and we will return to normal work conditions when deemed appropriate by
management. We value your service to [Practice Name], and we expect you to help [Practice Name]
maintain normal business operations during this period to the extent possible.
Policy Brief & Purpose
Our Employee Remote Work Policy outlines our guidelines for employees who work remotely. We want
to ensure that both employees and our company will benefit from these arrangements.
Scope
This policy applies to employees whose primary work location is remote.
Policy Elements
Remote working is a temporary agreement between Administrative Employees and managers to work
from a non-office location during the COVID-19 pandemic. All Administrative Employees will return to the
office once it is deemed necessary by management.
Remote Working Agreement
Remote Administrative Employees shall work remotely on a temporary basis. Remote Administrative
Employees must always comply with this policy when they work remotely.
Remote Working that Works
To ensure that employee performance will not suffer in remote work arrangements, our Remote
Administrative Employees shall:
● Work only from home
● Choose a quiet and distraction-free working space.
● Have an internet connection that’s adequate for their job.
● Dedicate their full attention to their job duties during working hours.
● Adhere to break and attendance schedules agreed upon with their manager.
Remote Administrative Employees and managers should determine long-term and short-term goals. They
should frequently meet (either online or in-person when possible) to discuss progress and results. Your
manager will communicate to you about a regular check-in process.
Compliance with Policies
Our Remote Administrative Employees must follow our company’s policies like their office-based
colleagues.
Compensation and Benefits
Health insurance, PTO and other individual or group benefits are not altered by a remote working
agreement.
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Timekeeping
Remote Administrative Employees who are hourly must comply with must accurately record all working
time.
Equipment
We will provide our remote employees with equipment that is essential to their job duties, such as
laptops. We will install VPN and company-required software when employees receive their equipment.
We will not provide secondary equipment (e.g. printers and screens.) Any instructions sent out by the IT
director regarding security protocols must always be followed.
Equipment that we provide is company property. Employees must keep it safe and avoid any misuse.
Specifically, employees must:
● Keep their equipment password protected.
● Store equipment in a safe and clean space when not in use.
● Follow all data encryption, protection standards and settings.
● Refrain from downloading suspicious, unauthorized or illegal software.
Privacy and Cybersecurity Requirements
As you prepare or continue to work from home, one of our goals is to help you do so safely and securely.
These guidelines MUST be followed:
• ALWAYS use the VPN if you are ANYWHERE other than an office location. This includes your home
network.
• ALWAYS double check and make sure you have the laptop when traveling (to and from the office,
etc.).
• ONLY USE company-authorized laptops for work purposes. You may not use personal devices (PCs,
laptops, tablets).
• DO NOT allow anyone else to access the laptop, including family members, friends, guests.
• NEVER use company laptops for personal business or pleasure.
• ALWAYS encrypt emails when sending personally identifiable information (PII) or personal health
information (PHI) to an email address outside of our company domain.
• NEVER use public computers to do any type of work involving PHI or any other private
information.
• NEVER plug anything into the laptop unless it has been approved by the IT administrators. This
includes flash/thumb/USB drives or cell phones. They may not be properly secured and/or may
be infected.
• DO NOT disable any security settings we have in place, such as firewall, antivirus, etc.
• ALWAYS lock out of your computer when you are not using it.
If you ever have a question, suspect the laptop has been compromised, or have misplaced a laptop please
let us know immediately.
Cybersecurity Tips
Review the attached Working from Home Fact Sheet and watch the video below for additional information
on how to work from home securely. The topics covered are:
• Social Engineering: How to spot and stop social engineering attacks, such as those that happen
over the email or the phone.
• Home Network: Key steps to securing your home network, stating with your Wi-Fi device.
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•
•
•

Passwords: How to use passwords safely and securely.
Updating: How to make sure you are always using the latest and most current systems,
applications and mobile apps.
Family / Guests: How to handle family and guests for work-related devices and activities.

Working Remotely Cybersecurity Tips
Administration of This Policy
The Human Resources (HR) Department is responsible for the administration of this policy. If you have
any questions regarding this policy or if you have questions about telecommuting that are not addressed
in this policy, please contact the HR Department.
Acknowledgment of Receipt and Review
I, ________________________ (employee name), acknowledge that on _____________ (date), I
received and read a copy of [Practice Name]’s remote work policy, dated March 19, 2020, and
understand that it is my responsibility to be familiar with and abide by its terms. I understand that the
information in this policy is intended to help [Practice Name]'s employees work together effectively on
assigned job responsibilities. This policy is not promissory and does not set terms or conditions of
employment or create an employment contract.
_______________________________________________________________________
Signature
_______________________________________________________________________
Printed Name
_______________________________________________________________________
Date
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